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W% Selector Types 


Machine IDs 

- Cookies 

• Hotmail GUIDs 

• Google preflDs 

• YahooBcookies 

• mailruMRCU 

• yandexUid 

• twitterHash 

• ramblerRUID 

• facebookMachine 

• doubleclickID 

- Serial numbers 

- Browser tags 

• Simbar 

• ShopperReports 

• SILLYBUNNY 

- Windows Error IDs 

- Windows Update IDs 


Attached Devices 

- IMEIs for Phones 

• Apple IMEIs 

• Nokia IMEIs 

- UDIDs 

• Apple UDIDs 

- Bluetooth? 

• Device Name 

• Device Address 


Cipher Keys 

- Cipher Keys uniquely 
identified to a user 

ejKeylD 


Network 

- Wireless MACs 

- VSAT MACs and IPs 


v 



User Leads 

- User selectors from 
Cookies, Registry, and 
Profile Folders 

• msnpassport 

• google 

• yahoo 

• Youtube 

• Skype 

• Paltalk 

• Fetion 

• QQ 

• hotmailCID 

- STARPROC-identified 
active users 



- Remote Administration IPs 

Putty 
WinSCP 


is 
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